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(Access Control Standard)
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urunmAlulagansauwmea (MIS Department)

1. IngUszesA (Objectives)

R VUANTHNIATE TGS UNITaYYIR N15A1ARENS LagMTTANITNISIIRTEUY

ANSAUNALAMUUARANY @anAaeInU “Ulgu18mINuIUAIUaRANYUANTAUNA” VBIUTEN AW
wAlulad 9190 (L)

2. WINIFIUNTIASIERIY (Password Standard)

SWAHNUA MU ITNUTEUUENTAUNAYIUSEN (WU Windows AD, Oracle NetSuite) saaduly
AusnsgIuassialull

1. ANENTAENTY (Minimum Length): fiosilliitasnin 8 dsnys

2. anugudau (Complexity): fosusznauniy 3 Tu 4 ssAusenaudail:
® dnwsnwsInguiulag (A-2)

® MPnwINWIBINgERLIAN (a-2)
® ¢lav (0-9)
® gnuseiiiAw (WU !, @, #, $, %)

3. @1839aRU (Password Expiry): fsiinsdefudeusiianiuyng 90 Ju

4. UsgTasiarinu (Password History): vinaildsianudiusiaruauiagly 5 asaanan
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5. MssedulayTideltnszuuin (Account Lockout Threshold): innlasian1uiafnsoiu
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AU 5 A9 UnyTasgniealaedmluli@ (Lockout) Wuanegnsiiy 15 w1l wieaundn
AZHANITNTBHUNANTAUNA THUaRADA WHUNANTAUMARDITAINTIEUTUANUTER
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6. nyliivedndanieluaiunsammuarIsAuALIIASIUSHARUYBIUT LA

foslasun1seudANEInn1suNunasaumna lngdin1sssywanatednin

3. mm’sg’mmi’mﬁ’muﬂawﬁ (User Authorization Matrix - UAM)
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1. USEn Al walulad 9110 Qo) AeadavinnnsaunsgIuivunans (User

Authorization Matrix) @%3UseuvUudIAgy (19U Oracle NetSuite)
2. UAM diosgndnvindulaeniiununfiJudnueanszuaunisnegsna (Business Owner)

3. UAM agifuenansensdadniiwunatsaume Mluniseuauliduluaudns

(Roles/Permissions)
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4. AATFIUANSVUES (High Privilege Access)
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1. Msdiagiians: dvdsedu Administrator syl mihiusunasauma Adwiid
auasruulngnswiiy Fuueuliyaraneuen vieglivihlufensedluszeren

2. Vendor / Outsource: 9110 Vendor viayaanssusiiuseddavitugaiioutloszuy
Fowiidesiasatanan (Time-based access) uasilaiafafiueu ununatsaumeoii
mMssgfunsianu videanseRuavsasiui

3. ANINTIVEDU: ﬁ’zy%ﬁw‘é%uqqmumﬁawdwﬁa 2 JlefinsseTuavdnisidan HIANTT

WHUNETHULNARDIRIUINTUNTIUMENNASTS
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5. A1sa9anssezlna (Remote Access Standard)

nsensodnszuungluresuIenann1euen (Work from Home %38 Vendor Support)

LADWTBUABHIY Virtual Private Network (VPN) A1USENAIAUALYNLU

(AOUFaTINg Tusiwing)
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